NudopmanmonHas naMATKA 1A 00y4AIOIIMXCH

C KaxapIM TOJOM MOJIOJICKH B MHTEPHETE CTAHOBHUTHLCSA OOJNbBINE, a ITKOJIBHUKH OJHH M3
CaMbIX AaKTUBHBIX NOJb30Barenen PyHera. Mexay TeM, MOMHUMO OTPOMHOIO KOJHMYECTBA
BO3MOXKHOCTEH, WHTEPHET HECeT W MNpoOJeMbl. DTa MmaMmsaTKa JO0JDKHA IOMOYb TeOe
0e30IMacHO HAXOIUTHCS B CETH.

KoMmnbroTepHbie BUPYChI

KoMnbroTepHbIii BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOrpamM, OTIUYUTEIbHON
O0COOEHHOCTBIO KOTOPOH SIBJIIETCSI CHOCOOHOCTh K Pa3MHOXKEHUIO. B J0omonHeHne Kk 3Tomy,
BUPYCbl MOTYT TMOBPEIMTh WM TIIOJHOCTBIO YHHMUYTOXXUTh Bce (aiuibl U JJaHHBIE,
MOJIKOHTPOJIBHBIE TOJIb30BATENI0, OT HMMEHM KOTOpOro Oblia 3amylleHa 3apakEeéHHas
IIporpamMma, a Tak)Ke MOBPEIUTh WIM JaXX€ YHUUYTOXKUThH ONEPALMOHHYI0 CUCTEMY CO BCEMHU
¢aiinamu B 1enoM. B OoNbIIMHCTBE cllydaeB paclpoCTPAHSIOTCS BUPYCHI Yepe3 UHTEPHET.

MeToabl 3alIUTHI OT BPEIOHOCHBIX MPOrPaMM:

1. Hcnonb3yil COBpeMEHHbIE OMEpPalMOHHBIE CHUCTEMbI, UMEIOIIHNE CEPhE3HBIM YPOBEHb
3aIIUTBI OT BPEAOHOCHBIX ITPOTPaMM;

2. IlocTossHHO ycTaHaBnuBall mnmayTu (UUQPPOBBIE 3aIUIATKH, KOTOPbIE aBTOMATHUYECKHU
YCTaHABIMBAIOTCA C II€NbI0 JOpaOTKA MPOrpaMMbl) M JApyrue OOHOBJICHHS CBOEH
orepanuoHHoOM cucteMbl. CkaunBail UX TOIBKO C OPUIIMATBLHOTO caiiTa pa3paboTunka
OC. Ecnu cymiecTByeT peuM aBTOMaTHYECKOT0 OOHOBJICHHUS, BKIIFOUH €T0;

3. Paboraii Ha cBoeM KOMIIbIOTEpE MOJ] PaBaMHU IOJIb30BATENs, @ HE aMUHUCTPATOpA.
OT0 HE NO3BOJIUT OOJBIIMHCTBY BPEJOHOCHBIX MPOrpaMM HMHCTAJUIMPOBATHCS Ha
TBOEM MEPCOHAIBHOM KOMITBIOTEPE;

4. Vicnons3yd aHTHUBUPYCHBIE MPOrpaMMHBIE MPOIYKThI U3BECTHBIX MPOU3BOAUTEINECH, C

aBTOMaTHYECKUM OOHOBJICHUEM 0as3;

Orpanunub (pU3NUeCKUid JOCTYI K KOMIIBIOTEPY JIsl IOCTOPOHHUX JIUIL;

6. Wcnonb3yil BHeNIHWE HOCUTENW UH(POPMALIUU, Takue Kak ¢uielika, JUCK Wi Gaii u3
MHTEpPHETA, TOJIBKO U3 MPO(EePEeHHBIX HCTOUHUKOB;

7. He otkpbiBail KOMMbIOTEpHBIE (DAMIIBI, MOTYYEHHBIE U3 HEHAJIEKHBIX HCTOYHHKOB.
Haxe Te Qailnbl, KOTOpble NpHCIad TBOW 3HAKOMBIA. Jlydile yTOYHM Yy Hero,
OTIIPABIISLI JIU OH TeOE UX.

o1

Ceru WI-FI

Wi-Fi - 970 He Bu mepenayu JaHHbIX, HE TEXHOIOIHs, a BCEro JuIlb OpeHn, mapka. Ere B
1991 roay Huaepianackas komnanus 3apeructpuponaia opern « WECAy, uro 0603Havano
cnoBocoueranne «Wireless Fidelity», KoTopelii mepeBoAMTCS Kak «OeCIpOBOIHAS
TOYHOCTBY.

Jlo Hamiero BpeMeHH Jonuia Japyras abOpeBuarypa, KOTOpas SBISIETCS TaKOM ke
TexHojoruen. Jto abOpeBuarypa «Wi-Fi». Takoe HazBaHue OBLJIO JTaHO C HAMEKOM Ha
CTaHAapT BbICIIMK 3BYyKOBOM TexHuku Hi-Fi, 4to B mepeBoje o03HaUaeT «BBICOKAS
TOYHOCTB).



Jla, OecCIUTaTHBIH HMHTEPHET-IOCTYIl B Kade, OTEIAX W a’dpomopTax SBISICTCS OTIMYHON
BO3MOXXHOCTBIO BBIXOJIa B MHTEepHET. HO MHOTHE 3KCIEPThl CYUTAIOT, YTO OOIIEAOCTYITHBIE
WIFi cetu He SBISIOTCS 0€30MaCHBIMH.

CoBeTbl 110 0€30MaCHOCTH PadoTe B 001IeN0CTYMHbIX ceTsax Wi-fi

1.

He mnepenasaii cBoro nuuHyro uHbopmaruio udepe3 oOmenoctynueie Wi-Fi cern.
PaGoras B HuHX, XelaTelbHO HE BBOAWTH HApOJNH JOCTYMA, JIOTUHBI W KaKWe-TO
HOMeEpa;

Wcnonb3yil 1 0OHOBIISAM aHTUBUPYCHBIE MTpOrpaMMbl U OpaHamayep. Tem caMbIM Thl
o0e3onacuilb ce0s OT 3aKauKl BUpYyca Ha TBOE YCTPOUCTBO;

[Ipu ucnomnp3zoBanuu Wi-Fi orkmtoun ¢ynkmuio «OO0mmit goctyn Kk Qaiiam u
npuntepam». JlanHas QyHKIMA 3aKppiTa TO YMOJTYAaHUIO, OJHAKO HEKOTOpHIE
MOJIb30BATENIM aKTUBUPYIOT €€ JUIsl yA00CTBa HCIIONIb30BaHMs B paboTe Win yueoe;

He ucnonw3yit myOonuuneiii WI-FI s nepenaym JUYHBIX JAaHHBIX, HApUMeEp IS
BBIXO0JIa B COLIMAJIbHBIC CETH UJIM B SJIEKTPOHHYIO MOYTY;

Nnonw3yit Tonbko 3anuiieHHoe coenunenue yepe3 HTTPS, a we HTTP, 1.e. npu
Habope BeO-apeca BBOAU UMEHHO «https://»;

B wmoOwibHOM Tenedone orkimoun  pynknmoo  «[logkmrouenme k- Wi-Fi
aBromMaTuueckuy». He momyckail aBTOMaTHYECKOTO MOJKIIOUEHUST YCTPOMCTBA K CETSAM
Wi-Fi 6e3 TBoero cornacusi.

ConnajabHblie ceTu

ConuanpHble CeTH aKTUBHO BXOZST B HAIly KH3Hb, MHOTHE JIIOJIM PaOOTAIOT U JKUBYT Tam
HOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MUIUIHAp] YEJIOBEK, YTO SBIISETCS OJHOMN
CeIbMOM BCEX >KHUTENEeH TIaHeThl. MHOrne nojib30BaTelld HE MOHUMAIOT, YTO MH(pOpMALIKs,
pa3MelleHHass UMHU B COLIMAJbHBIX CETSAX, MOXKET ObITh HalJeHa U HCIOJb30BaHAa KEM
YTOHO, B TOM YHCJIE HE 0043aTENbHO C OJIaruMu HAMEPEHUSIMU.

OcHOBHBIE COBETHI 110 0€30IACHOCTH B COLIMAJIBHBIX CETHX.

1.

Orpannyb cnucok apy3eil. Y T1e0s B JApy3biX HE JOKHO OBITh CIy4YalHBIX U
HE3HAKOMBIX JIIOJICH;

3amumiail cBOO 4YacTHYIO ku3Hb. He ykaspiBall maponu, TenedoHsl, ajapeca, aary
TBOETO POXICHUS M JPYTYIO0 JHYHYIO HHPOPMAIMIO. 3JIOYMBIIUIEHHUKH MOTYT
UCIONIb30BaTh Jake MH(OpMAIMIO O TOM, KaK Thl MU TBOM POIUTENH IUIAHUPYETE
NPOBECTU KAaHUKYJIbI;

3amuinai cBOI PENyTaluIo - JEp’KU €€ B YMCTOTE U 3a/1aBail ce0e BOIpoc: XoTes Obl
ThI, YTOOBI JIpyrUe MOJb30BATENN BUIEIH, YTO Thl 3arpyxaems? [lomymail, npexne
YEeM 4TO-TO OIyOIMKOBATh, HAIMCATh U 3arpy3UTh;

Ecnu Tl roBopuIlb ¢ JHOJBMHU, KOTOPHIX HE 3HAEIIb, HE MCIOJb3yH CBOE peajbHOE
UM U JIPYTyI0 JIMYHYI0 WMH(OpPMALUU: HUMs, MECTO >KUTEIbCTBA, MECTO y4eObl U
npoyee;

N36erait pazmerenus dororpaduit B HTEpHETE, T/I€ THI M300pa)K€H Ha MECTHOCTH,
10 KOTOPOM MOXHO OIPENETUTh TBOE MECTOIOIOKEHUE;

[Ipu perucrpanuu B COMAIBHON CETH HEOOXOAMMO UCIIOJIB30BATh CIOKHBIE MTAPOJIH,
cocTosiue U3 OyKB U U(P U C KOJTUYECTBOM 3HAKOB HE MeHee §;



7. Jlnsd colMaabHOM CEeTH, MOUTHl U IPYrMX CAaWTOB HEOOXOAMMO HCIOJIB30BaTh Pa3HbIE
napoiu. Toraa eciiu Te0s1 B3J10OMAIOT, TO 3J0YMBIIIJIEHHUKH MOJIy4YaT JOCTYI TOJIBKO K
OJTHOMY MECTY, a HE BO BCE cpasy.

JJIeKTPOHHBbIE IECHbI'U

DJIeKTPOHHBbIE JeHBI'M — 3TO OYeHb YJIOOHBIM CIOCOO IIaTeXel, OJHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPHIE€ XOTST MOJIYYUTh 3TH JICHbI .

9J'ICKTpOHHBI€ JACHbI'M IIOABHUINCH COBCEM HEAABHO M HMCHHO H3-3a 3TOI'O BO MHOTI'HX
rocygapCrBax a0 CHUx IIOp HC IIPOIIMCAHO IIPO HUX B 3aKOHAX.

B Poccun e oHM GYyHKIIMOHUPYIOT M O HUX YK€ MIPOIMKUCAHO B 3aKOHE, TIe UX PA3eISIIOT Ha
HECKOJIBKO BHJIOB - AaHOHUMHbBIE U HE aHOHUMHbIE. Pa3HHIa B TOM, YTO aHOHUMHBIE - 3TO TE,
B KOTOPBIX pa3peniaeTcss MPOBOIUTH Omepanuu 0e3 HACHTU(DUKAIUK TOJIH30BATENs, a B
HEAHOHHWMHBIX WJEHTU(PUKAIIMN TTOJI30BATENS SIBIISETCS 00s3aTEIBHOM.

Taxxe cnegyer pa3nuyarh SJIEKTPOHHbIE (DUATHBIE IEHBI'M (paBHBI TOCYAapCTBEHHBIM
BAJIIOTaM) U DJICKTPOHHBIE HE(UATHBIC JICHbIU (HE PABHBI TOCYJJAPCTBEHHBIM BaJlIOTaM).

OcHoBHBIE COBETHI 110 0€30NACHON padoTe ¢ ITeKTPOHHBIMH JeHbI AMM:

1. IlpuBsbku K cueTy MOOWJIBHBINA TenedoH. DTO caMblil yIOOHBIH M OBICTPBIM CIIOCOO
BOCCTAaHOBUTH JOCTYIl K cuery. [IpuBsizaHHbIi TenedoH MOMOXET, eciu 3a0yaellb
CBOM IUIATEXKHBINA MApOJIb WIM 3aiIE€IIb HA CAUT C HE3HAKOMOI'O0 YCTPOWCTBA;

2. Ucnonp3yit omHopa3oBeie maponu. [locie mepexoma Ha YCHUICHHYHO aBTOPHU3AIUIO
Tebe yxe He OyeT YrpoXkKaTh OMACHOCTh KPaXKW WIIM MepexBaTa MIaTeKHOIro MapoJs;

3. Boibepu cnoxsbiii maponb. IIpecTynHukam OyaeT HE MPOCTO yrajaaTh CIIOKHBIM
napoJib. HajexHple mapoiaum — 3TO Napoiid, KOTOPhIE COIEPKAT HE MEHEE 8 3HAKOB U
BKJIFOYAIOT B C€0sl CTPOYHBIE U MPONUCHBIE OYKBBI, HU(PHI U HECKOJIBKO CUMBOJIOB,
TaKHe KaK 3HaK Jojuiapa, (yHTa, BOCKIMIIATENbHBIN 3HaK U T.11. Hampumep, StROng!;;

4. He BBOIM CBOU JIMYHbBIE JaHHBIE HA CaliTax, KOTOPHIM HE JOBEPSIEIIIb.

DJIeKTPOHHAA MOYTA

DJIEKTPOHHAS MOYTA — 3TO TEXHOJOTHUS U MPEJOCTABISIEMBIE €10 YCIYTH IO MEPECHUIKE U
MOJTYYCHHUIO JIEKTPOHHBIX COOOIIECHUN, KOTOPBIE PACTIPEILSISIIOTCS B KOMIIBIOTEPHOM CETH.
OOBIYHO ~ DJIEKTPOHHBIM  MOYTOBBIM  SIMIMK  BBIVISIAUT — CIHEAYIOIIMM  00pa3oM:
UMs_TI0oJIb30BaTesi(@uMs_aoMeHa. Takxke KpoMe mepelayd MpOCTOro TEKCTa, HMEETCs
BO3MOXKHOCTD TepeaBaTh (aJibl.

OcHoBHbIE COBeTHI M0 0€30NacHOii padoTe € 3JIeKTPOHHOM MOYTOM:

1. Hanmo BbIOpaTh IpaBUIIbHBIN TTOYTOBBIN CEpBUC. B MHTEpHETE €CTh OrPOMHBIN BBHIOOD
OecIUIaTHBIX MOYTOBBIX CEPBUCOB, OAHAKO JIYYIlEe TOBEPATh TEM, KOIO 3HACLIb U KTO
IIEPBbIA B PEUTHUHIE;

2. He yxa3bIBail B TU4HOW mourte JUYHYI0 HH(popmanuto. Hampumep, maydine BpiOpaTh
«My3bIKaTbHBIN _(paHaT@» unn «pok2013» BmecTo «remal3»;



Hcnonp3yil ABYX3TanHYIO0 aBTOPU3ALMIO. DTO KOrAa MOMHUMO MapoJisi Hy’)KHO BBOAUTH
KO, IpUChUIaeMbIii 10 SMS;

Boeibepu crnoxHbIM Taponb. JJis KaXXKI0oro MOYTOBOTO SIIHUKA JOJKEH OBITh CBOM
HAJICKHBI, YCTOMYMBBIN K B3JIOMY MapOJb;

Ecmu ectb BO3MOXHOCTH HANMCATh CaMOMY CBOM JIMYHBIM BONPOC, WCHOJIB3YH ITY
BO3MOKHOCTb;

HNcenonp3yii HECKOJIBKO IOYTOBBIX SIIMKOB. IlepBbIM JIsI 4aCTHOM MNEPENMUCKH C
ajgpecataMy, KOTOpPbIM Tbl JOBEpsA€IIb. IJTO 3JEKTPOHHBIM aJgpec HE HaJo
UCIIOJIb30BaTh MPU PErucTpanuu Ha (opyMax u cailtax;

He otkpeiBail ¢aitnibl u Ipyrue BIOKEHHS B MHCbMAax JaKe €CJIM OHU MPHUIUIA OT
TBOMX JIpy3eil. Jlydille yTOYHU y HUX, OTIPABIISUIM JIM OHU TeOe ATH (daiiibl;

[locne okoH4yaHusi pabOThl HAa TMOYTOBOM CEPBHUCE MEPE] 3aKPbITUEM BKIAIKH C
caiiToMm He 320y Ha)KaTh Ha «BBIATHY.

KuOepOysinHT MM BUPTYaJbHOE U3/1€BATEILCTBO

KubepOyummHr — npeciieqoBanue COOOIIEHUSIMU, COJIEPKAIIMMHI OCKOPOJICHHS, arpecCHIo,
3alyrMBaHue; XYJIUTAaHCTBO; COLMAIIbHOE OOWKOTUPOBAaHHWE C TOMOIIBIO Pa3IMYHBIX
MHTEPHET-CEPBUCOB.

OcHoBHbIE cOBeTHI 0 00pbOE ¢ KUOEPOYJITHHIOM:

1.

N

o

He Opocaiicst B 0o, JIyummmii cnoco0: mocoBETOBaThCSA Kak ceOsl BECTU WU, €CIIU HET
TOrO, K KOMy MOXHO OOpaTHThCS, TO BHayajae YCIOKOUThCSA. Eciu Thl HayHENIb
OTBEYaTh OCKOPOJICHUSMH Ha OCKOpPOJIEHHUS, TO TOJBKO €Ile OOJbIe pa30oxOKellb
KOH(DJIUKT;

VYnpasnsaii cBoeil kubeppenyTaiueii;

AHOHUMHOCTh B ceTh MHUMAas. CyIIecTBYIOT CIOCOObI BBISICHUTH, KTO CTOHWT 3a
QHOHUMHBIM aKKayHTOM,;

He crout BecTn Xynuranckuii ooOpa3 BUpPTyalbHOU ku3HU. HTEpHET DUKCHpPYET BCE
TBOM JICCTBUS M COXPAHSIET UX. Y JAIUTh UX OyAET KpailHe 3aTpyTHUTEIHHO;
Cobntonaii cBOM BUPTYaJIbHYIO YECTh CMOJIONY;

Urnopupyii enuanyaHbIi HeratuB. OJHOPa30BbIe OCKOPOUTENBHBIE COOOIIEHUS JTyUIIe
UrHopupoBaTh. OOBIYHO arpeccus MpeKpamiaeTcs Ha HauajdbHOM CTa/Iuu;

ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMU COOOIICHHUSIMU, B COITUATBHBIX
CeTSIX €CThb BO3MOXKHOCTH OJIOKMPOBKHM OTIPAaBKM COOOIICHHM C OmpeneneHHbIX
aJPECOB;

Eciu  Te1 cBugerens kuOepOymimnara. TBoOW JEWCTBHS: BBICTYNHUTh IPOTHB
IPECIENOBATENS, II0KAa3aThb €My, 4YTO €ro JEWCTBUS OLICHUBAIOTCA HETATUBHO,
MOJAJIepKAaTh JKEPTBY, KOTOPOW HY)KHA IICUXOJIOTMYECKAs] MOMOIIb, COOOUIUTH
B3pPOCJIBIM O (paKT€ arpeCCUBHOTO MOBEJICHUS B CETH.



MooOuibHbIN TesedoH

CoBpemeHHbIe cMapTHOHBI U TUIAHIIETHI COJIEPkKaT B ce0€ BIIOJIHE B3POCIBbIM (YHKIIMOHAI, U
TEeNEPb OHU MOTYT KOHKYPHUPOBATH CO CTAlMOHAPHBIMU KOMIbIOTEpamu. OHAKO, CPENICTB
3aIIUTHI JUIS IOJOOHBIX YCTPOMCTB IMOKA OYEHb Majio. TeCTUpOBAaHHUE M MOWCK YSI3BHUMOCTEH
B HHUX MPOMUCXOJIUT HE TaK MHTEHCUBHO, Kak jyis 1K, To e camoe kacaercs U MOOMIBLHBIX
MPUIIOKEHUM.

CoBpemeHHbIE MOOUJIBHBIE Opay3ephbl yKe MPaKTUYECKH JOTHAJIU HACTOIBHBIC aHAJIOTH,
OJTHAKO paclidpeHue (QyHKIMOHAJIa BIEYET 32 COOON OOJIBIIYIO CIOXHOCTh W MEHBIIYIO
3aIIUIIEHHOCTD.

I[aneKo HC BCC TPOU3BOJUTCIIN BBIITYCKAKOT O6HOBJI€HI/I$I, 3aKpPbIBAIONUEC KPUTHYCCKHC
YA3BUMOCTH AJIA CBOUX YCTpOﬁCTB.

OcHOBHBIE COBETHI /151 0€30MACHOCTH MOOWJIBHOTO Tesle()oHA:

1. Hudero He siBAsieTcsl Mo-HACTOsIIEMYy OecrulaTHBIM. Byllb OCTOpOXKEH, Belb KOTa
TeOe mpeajaraloT OECIUIaTHBIM KOHTEHT, B HEM MOTYT ObITb CKPBITHI KaKHE-TO
IJIATHBIC YCIYTH;

2. Jlymaii, npexnae yeM oTnpaButb SMS, ¢hoTo unu Bugeo. Thl TOUHO 3HAElIb, TJI€ OHU

OyayT B KOHEYHOM UTOTE?

Heo6xoaumo 00HOBIATE OMEpalMOHHYIO0 CHCTEMY TBOETro cMapTQoHa;

Hcnonw3yit aHTUBUPYCHBIE IPOrpaMMBbI JjIsl MOOMIIBHBIX TeIe()OHOB;

He 3arpyxait npuiaoXxeHuss OT HEM3BECTHOI'O MCTOYHUKA, BEJIb OHU MOTYT COAEPkKAaTh

BPEIOHOCHOE MPOrpaMMHOE 00eCTIeUCHUE;

6. Ilocme Toro kak ThI BBIWACHIb C CaiTa, IJie BBOAWI JIMYHYIO MH(POpPMAIUIO, 3ali1 B

HACTpOiKku Opay3epa u yaaiu cookies;

[Tepuoanuecku npoBepsil Kakue IIaTHbIE YCIYTH aKTUBUPOBAHbBI HA TBOEM HOMEPE;

8. Jlamaii cBoii HOMep MOOWMJILHOTO TenedoHa TOJBKO JIIOJSIM, KOTOPBIX Thl 3HACIIh U
KOMY JOBEpSICIIb;

9. Bluetooth momkeH OBITH BBIKIIFOYEH, KOTJIa THI UM HE Ionb3yeribes. He 3a0biBaid
WHOTI/1a MPOBEPSTH 3TO.
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Online urpsl

CoBpeMEHHBIE OHJAMH-UIPbBI - O3TO KPACOYHBIC, 3aXBaTHIBAIOIIME Pa3BJICUYCHUS,
OOBEIUHSIONIME COTHHU THICSIY YEJIOBEK MO BceMy Mupy. Urpoku HcClenyloT AaHHBIA UM
MUp, OOIIAIOTCS JIPyr C JPYroM, BBIMONHSIOT 3aJlaHus, CPAKAIOTCS C MOHCTpPaMH H
MOJIY4alOT OMNBIT. 3a YAOBOJIbCTBUE OHM ILJIATAT: MOKYIMAIOT JIUCK, OMJIAYMBAIOT a0OHEMEHT
WM IPUOOPETAIOT KAaKUEe-TO OIIIUH.

Bce atu cpenctBa uayt Ha mojep KaHue U pa3BUTHE UTPhI, & TAK)KE HA caMy 0€30MacHOCTh:
COBEPIICHCTBYIOTCSI CHCTEMBbI aBTOPHU3allMH, BBIIIYCKAIOTCS HOBBIE maTtyu (1IU(poOBBIC
3aIUIaTKU JJIsl IPOTpaMM), 3aKPhIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HI>IX HUrpax CTOUT OIIaCaTbCsa HE CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpaKu TBOCT O
mapoJisa, Ha KOTOpOM OCHOBaHa CUCTEMa aBTOPU3alluK OOJIBIIMHCTBA urp.



OcHoOBHBbIE COBETHI 110 0€30MACHOCTH TBOEI0 HUI'POBOI0 aKKayHTA.

1.

no

No ko

Ecnu apyro#i urpok Bezner cedst miIoxo Wik co3/aeT Te0e HEMPUITHOCTH, 3a0JI0KUpYH
€ro B CIIMCKE UT'POKOB;

[Toxamylics agMHUHUCTpATOpaM WIPbl HA IUIOXO€ IMOBEACHHE ITOTO HWIPOKa,
KENATENbHO NPWIOKUTh KAKUE-TO JJOKA3aTEIbCTBA B BUJIE CKPUHOB;

He yxa3piBaii tuuHyo nHGOpMaInio B podaiisie urpsl;

YBaxkall Ipyrux y4acTHUKOB I10 UIPE;

He ycranaBnuBaii HeouImaibHbIE TATYU U MOJIBI,

Hcnonb3yl CII0)KHBIE U pa3HbIE MTAPOJIN;

Jlaxe BO BpeMsl WUIPbl HE CTOMT OTKIIIOYaTh aHTUBUpPYC. l1loka Tel urpaems, TBOM
KOMIIBIOTEP MOT'YT 3apPa3UTh.

OUIIHHT WIN Kpa’ka JJUIHbIX JaHHbIX

OOBIUHOM KpaXkel JIEHET U TOKYMEHTOB CETOAHS YK€ HUKOTO HE YJAWBHUIIb, HO C PA3BUTHEM
UHTEPHET-TEXHOJIOTUM 3JI0YMBIIUIEHHUKNA IIEPEMECTUIINCh B HMHTEPHET, U MPOAOJIKAIOT
3aHUMATHCS «JTFOOUMBIM) JIETIOM.

Tak mosBWIIach HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WIM (PUIIMHI, TJIaBHAs LEIb
KOTOPOI'O COCTOUT B MOJIy4YEHUH KOH(DUIECHIIMAIBHBIX JaHHBIX I0JIb30BaTEIEH — JIOTMHOB U
naponei. Ha anrnumiickom si3bike phishing uuraercss xak ¢umuHr (ot fishing — pbeioHas
JI0BJIsA, password — maposb).

OcHoBHbIE cOBeTHI N0 00OPHOE C PUIINHTOM:

1.

A

Cnenu 3a cBouM akkayHTOM. Eciu Thl mojo3peBaellb, 4TO TBOsSI aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JOKMpOBaTh €€ M COOOUIUTh aJIMHHHUCTPATOpPaM
pecypca 00 3TOM Kak MOYKHO CKOpEe;

Hcnonb3yit 6e30nacHbie BeO-CalThl, B TOM YHCIIE, MHTEPHET-Mara3uHoB U MOUCKOBBIX
CUCTEM;

Hcnonb3yil cnoxkHble W pa3Hble mapoiu. Takum oOpa3om, ecinu TeOs B3JIOMAIOT, TO
3JI0YMBIIIUIEHHUKHU MOJIY4YaT JAOCTYH TOJBKO K OHOMY TBOEMY HpPO(UIIIO B CETH, a HE
KO BCEM;

Ecnu tebs B310Mau, TO HEOOXOUMO MPEAYIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPBIE
no0aBieHbl y T€Os B APY3bAX, O TOM, YTO T€OS B3JIOMajid U, BO3MOXKHO, OT TBOETO
UMEHU OyJIET pacChUIaThCs CIaM U CChUIKM Ha (DUIIMHIOBBIE CAMTHI;

YcranoBu HaaexHbid napoib (PIN) Ha MoOWIIbHBIN TenedoH;

OTkiII04YM coXpaHeHHe maposisi B Opaysepe;

He otkpbiBail Qaisibl U Ipyrue BIOKEHHS B MHCbMAX AK€ €CJIIM OHU MNPULUIA OT
TBOMX JApy3eil. Jlyunie yTouHu y HUX, OTIIPABIISUIN JIU OHU TeOe 3TU (ailiibl.



Hudponas penyrauus

HudpoBas penyramusi - 5T0 HEraTuBHas WIM MO3UTHUBHAs HH(pOpMAIMsS B CETH O Tede.
Kommnpomerupyromas nHpopMalys pa3MEIIeHHAs: B UHTEPHETE MOXKET CEPhE3HBIM 00pa3zomM
OTpa3WThCs Ha TBOeW peanbHOW >ku3HH. «l{udpoBas penyramms» - 3TO TBOM UMUK,
KOTOpbIN (hopMupyeTcs U3 nHopMauu o Te0€ B UHTEPHETE.

TBOEe MeCTO )KUTENbCTBA, yueObl, TBOE€ (PMHAHCOBOE MOJ0KEHHE, OCOOCHHOCTH XapakTepa U
pacckasbl 0 OJIM3KHUX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue mOAPOCTKH JICTKOMBICIICHHO OTHOCSTCSA K IyOJIMKAallMM JIMYHOW HH(pOpPMAIUU B
HNuTepHeTe, HE MOHKMMAas BO3MOYKHBIX IOCIEACTBUM. ThI Ja)ke HE CMOXKEIIb AOTafaTbCs O
TOM, 4TO (hoTorpadus, pa3MeIIeHHas 5 TeT Ha3a/l, cTaja MPUYUHON OTKa3a MPUHSTH TeOS Ha
pabory.

KommenTapuu, pazmenienue tBoux (ororpaduii u apyrue IeHCTBUS MOTYT HE MCUE3HYTh
JaXe MOocJie TOro, Kak Thl UX yAAJIUIIb. Thl HE 3HACIb, KTO COXPAHWI 3Ty HH(POPMALIHIO,
[I0I1aJ1a I OHA B IIOMCKOBBIE CUCTEMBI M COXPAaHWIACh JIU OHA, a [JIaBHOE: YTO IOLYMAIOT O
Tebe OKpyKaroulee JIIoJH, KOTOpble HAaAYT U yBUAAT 3T0. Hailtu undopmanuio MHOTO JeT
CIYCTSl CMOXET JII000M - Kak W3 JOOPBIX MOOYXKACHWUH, TaK U C HAMEPEHHEM MPUYUHUTH
Bpel. DTO MOXKET OBITh KTO YTOIHO.

OcHOBHBIE COBeTHI 1O 3aUTe HU(PPOBOH penyTaAlMH:

1. Tlomymaii, mpexkae YeM 4YTo-TO IMyOJMKOBaTh M IepeaaBaTh y ceOs B OJIore WId B
COIIMAJIbHOM CEeTH;

2. B nactpoiikax npoduiisi ycTaHOBU OTpaHUYEHHsI Ha POCMOTP TBOETO MPOUIISI U €Tr0
COIEPKUMOTrO, CIIENIAN €r0 TOIBKO «Is APY3En»;

3. He pasmemaii u He yka3biBail HH(POPMAIIMIO, KOTOpasi MOXKET KOro-Tubo OCKOpOIsATh
WM OOMIKATh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE IIKOJbHUKU- aKTUBHBIC MOJIb30BaTeNu IM(dpoBoro mnpoctpaHcTBa. OaHAKO
JIAIEKO HE BCE 3HAIOT, YTO IMOJH30BAHUE MHOTHMMH BO3MOXKHOCTSMH IHU(POBOTO MUpa
TpedyeT coOI0/IeH s MTpaB HAa UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMHuH <«WHTENIEKTyallbHAss COOCTBEHHOCTh» OTHOCUTCS K pa3JIMYHBIM TBOPEHUAM
YEeJIOBEYECKOI0 yMa, HaYuMHAsg C HOBBIX M300pETEHUMH U 3HAKOB, OOO3HAYAIOIIUX
COOCTBEHHOCTh Ha MPOAYKTHl M YCIYIM , W 3aKaHuuMBas KHUramu, Qororpadusmu,
KUHO(PUIbMaMH U MY3bIKaJIbHBIMHU TIPOU3BEICHUSIMU.

ABTOpCKHMe MpaBa - TO MpaBa Ha MHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS
HAyKH, JJUTEPATYPBI U UCKYCCTBA. ABTOPCKHUE ITPaBa BBICTYIAIOT B KAYECTBE FapaHTHH TOTO,
YTO HWHTEJUIEKTYaJbHbIN/TBOPUECKUN TpyJ aBTOpa He OyIeT HampacHbIM, JacT €My
CHpaBeUIMBbICE BO3MOXXHOCTH 3apaboTaTh Ha pe3yJbTaTax CBOEr0 Tpyda, HOTYYHUTh
M3BECTHOCTh W Npu3HaHue. HukTo 6e3 paspeuieHus: aBTopa HE MOXKET BOCIIPOU3BOJIUTH €T0
MIPOU3BEIEHUE, PACHPOCTPAHSITH, IyOJIUYHO IEMOHCTPUPOBATH, MPOAABATh, UMIIOPTHUPOBATb,



IyCKaTh B NPOKAT, MyOJINYHO UCIOIHSITH, I0KA3bIBATH/UCIIOIHATE B A3(UpPE WK pa3MellaTh B
WNurepnere.

Hcnonb3oBaHuEe «IIMPaTCKOro» MPOrpaMMHOrO OOECHEUYEHHS MOXKET HNPHBECTH K MHOTHM
pHUCKaM: OT MOTEpPU JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKHM TBOEr'0 yCTPOWCTBA, IJE
YCTaHOBJICHHBIM HE JierajgbHas nporpamma. He crout Takxke 3a0bIBaTh, YTO CYHIECTBYET
JeraibHbIe U OECIUIaTHBIE IPOrPAMMBI, KOTOPbIE MOXHO HAWUTH B CETH.

O nopraJue

CereBru4oK.pd - TBOM TITABHBIN COBETYHK B CETH. 37€Ch Thl MOXKEIIIh Y3HATh O OC30MIaCHOCTH
B CETU MOHATHBIM M JOCTYIIHBIM SI3bIKOM, a MPHU BO3HUKHOBEHUHM KPUTHUECKOW CHUTYyallUH
00paTUTHCS 32 COBETOM. A TaK)Ke MPUHATH Y4aCTHE B KOHKYpPCaxX M CTaTh CaAMbIM ITU(POBBIM
TPaKTaHUHOM
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